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Alascom mobile satellite equipment provided communications during Hurricane Hugo.

ripped - through the Caribbean,
crippling telephone communications
throughout the region. In Puerto Rico,
both commercial and the Pentagon’s Auto-
matic Voice Network (AUTOVON) serv-
ice to the Roosevelt Roads Naval Station
was interrupted. Roosevelt Roads pro-
vides vital fleet support—including com-
munications, logistics and supplies—to
U.S. Naval operations in the Caribbean.
To restore telecommunications, the
commander in chief of the Atlantic Fleet
requested an air-transportable C-band

In September 1989, Hurricane Hugo

earth station, a digital end office and a dig-
ital wireless local loop system.

The one federal organization created
specifically to ensure that a national tele-
communications infrastructure is devel-
oped which is responsive to such National
Security and Emergency Preparedness
{NS/EP) needs is the National Communi-
cations System {NCS). The NCS flew in
an earth station from Alaska and, within
three days, Roosevelt Roads was able to
process outgoing service calls to the conti-
nental United States via the Westar [V sat-
ellite to a Public Switched Network (PSN)

gateway in Anchorage, AK. The equip-
ment was also used to support recovery
operations and provide connectivity be-
tween the base and the Federal Aviation
Administration (FAA) Regional Center at
San Juan, PR.

This is only one example of the vital role
played by the NCS, an organization whose
purpose includes ensuring that a robust,
survivable telecommunications system is
available to all organizations with specific
national security and emergency prepared-
ness roles during all emergencies. The sec-
tions below describe the NCS structure,
telecommunications industry participation
in major NCS programs. an NCS program
of unique interest to corporate disaster
planners and NCS plans for the 1990s,

NCS Structure

The NCS was formally established on
August 21, 1963 to address inadequacies in
the federal government's communications
capabilities discovered during the Cuban
missile crisis. ts mission, which is distinct
from that of the Federal Emergency Man-
agement Agency (FEMA), is to provide
telecommunications services for the fed-
eral government across & full spectrum of
emergencies ranging from natural disasters
to military conflict. FEMA, by contrast. is
charged with coordinating emergency re-
sponse and recovery efforts on the federal,
state and local levels.

Originally, the NCS comprised the tele-
communications assets of six federal de-
partments and agencies—the Department
of State, the Department of Defense. the
FAA, the General Services Administra-
tion, the National Aeronautics and Space
Administration and the Central Intel-
ligence Agency (CIA). Today there are 23
member organizations (see Figure 1).

These departments and agencies are rep-
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resented by two NCS bodies, the Commit-
tee of Principals (COP) and its subordi-
nate, the Council of Representatives
(COR). Both bodies meet regularly to pro-
vide advice and recommendations on a
broad range of issues affecting NS/EP tele-
communications. These recommendations
are then submitted through the NCS exec-
utive agent (the secretary of defense) to the
Executive Office of the President.

Industry Participation

Because of the federal government’s
substantial reliance on commercial com-
munications, the provision of emergency
telecommunications services would be im-
possible without the participation of indus-
try. This is why the president’s National
Security Telecommunications Advisory
Commitiee (NSTAC) and the Natioral Co-
ordinating Center (NCC) were created.
The NCC is the arm of the NCS that works
closely with industry to coordinate and
restore NS/EP telecommunications during
natural disasters and other national
emergencies.

In 1989 there were over 100 NS/EP in-
vocations. Of these, 29 covered natural
disasters such as hurricanes, tornadoes and
floods. Another was declared in response
to the severe cold wave that froze Alaska
last winter. Representatives from 11 major
telecommunications firms are on site in the
NCC full time and participate in the opera-
tions of the NCC’s Crisis Coordinating
Center. Federal departments and agencies
are also represented.

NSTAC is a presidential advisory com-
mittee, currently comprised of the chief
executive officers from 27 major telecom-
munications firms, that advises the presi-
dent on the implementation of national
security telecommunications policy from
the telecommunications industry point of
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view. This is particularly important in the
post-divestiture era as the number of tele-
communications services and providers
proliferate. Prior to the breakup of AT&T,
the government could rely on a single firm
to support its NS/EP requirements as
needed.

Measures must now be taken to ensure
that interexchange and local carriers, as
well as equipment manufacturers, can sup-
port governiment requirements for robust,
redundant, survivable telecommunica-
tions services. The NSTAC, through its In-
dustry Executive Subcommittee and its
composite working groups and task forces,
plays a critical role in this area.

NCS National Level Program

A central element of the activities of the
NCS is the National Level Program
{NLP). This program, developed in 1985
pursuant to a presidentizal order, is de-
signed to enhance overall NS/EP telecom-
munications for the federal government.
The NLP is composed of three closely in-
tegrated component programs: Nation-
wide Emergency Telecommunications
Service (NETS), Commercial Network
Survivability (CNS) and Commercial
SATCOM Interconnectivity (CSI).

When operational, NETS will provide
switched voice telecommunications to NS/
EP users through the use of existing
switching and transmission facilities, num-
bering plans and special services such as
nonstandard routing and survivable signal-
ing of the PSN.

For example, if the PSN network be-
tween New York and Washington were to
be disrupted, NETS could permit an NS/
EP user in New York to reach Washington
via alternate routes not normally available.
This nonstandard routing capability will
permit emergency personnel at the federal

NCS Members

U.S. Department of State
U.S. Department of the Treasury

Department of Defense

Department of Justice
Department of the Interior
U.S. Department of Agricuiture

Department of Commerce
Department of Health and Human Service

Department of Transportation
Department of Energy

nt of Veterans Affairs
Central Intelligence Agency
Joint Staff
General Services Administration
U. S. Information Agency
National Aeronautics and
Space Administration
Federal Emergency Management Agency
Federal Communications Commission
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1. S. Postal Service
Federa Reserve System
National Security Agency
National Telecommunications and
Information Administration

(and possibly the staté and local levels) to
communicate with one another and speed
recovery efforts in the event of an
emergency. ;

The CNS program is implementing in-
terconnects within a commercial carrier
network or among multiple networks, thus
increasing routing alternatives for NS/EP
users. In addition, the CNS program is ex-
amining the use of National Guard-owned
mobile/transportable telecommunications
equipment to aygment the PSN. Transport-
able units were recently tested in an exer-
cise in the state of Washington. in which
the transportable assets replaced a portion
of PSN services simulated to be lost as a
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resented by two NCS bodies, the Commit-
tee of Principals (COP) and its subordi-
nate, the Council of Representatives
(COR). Both bodies meet regularly to pro-
vide advice and recommendations on a
broad range of issues affecting NS/EP tele-
communications. These recommendations
are then submitted through the NCS exec-
utive agent (the secretary of defense) to the
Executive Office of the President,
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Because of the federal government’s
substantial reliance on commercial com-
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Committee (NSTAC) and the National Co-
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closely with industry to coordinate and
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natural disasters and other national
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vocations. Of these, 29 covered natural
disasters such as hurricanes, tornadoes and
floods. Another was declared in response
to the severe cold wave that froze Alaska
last winter. Representatives from 11 major
telecommunications firms are on site in the
NCC full time and participate in the opera-
tions of the NCC’s Crisis Coordinating
Center. Federal departments and agencies
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NSTAC is a presidential advisory com-
mitiee, currently comprised of the chief
executive officers from 27 major telecom-
munications firms, that advises the presi-
dent on the implementation of national
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the telecommunications industry point of
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view. This is particularly important in the
post-divestiture era as the number of tele-
communications services and providers
proliferate. Prior to the breakup of AT&T,
the government could rely on a single firm
to support its NS/EP requirements as
needed.

Measures must now be taken to ensure
that interexchange and local carriers, as
well as equipment manufacturers, can sup-
port government requirements for robust,
redundant, survivable telecommunica-
tions services, The NSTAC, through its In-
dustry Executive Subcommittee and its
composite working groups and task forces,
plays a critical role in this area.

NCS National Level Program

A central element of the activities of the
NCS is the National Level Program
(NLP). This program, developed in 1985
pursuant to a presidential order, is de-
signed to enhance overail NS/EP telecorn-
munications for the federal government.
The NLP is composed of three closely in-
tegrated component programs: Nation-
wide Emergency Telecommunications
Service (NETS), Commercial Network
Survivability (CNS) and Commercial
SATCOM Interconnectivity (CSI).

When operational, NETS will provide
switched voice telecommunications to NS/
EP users through the use of existing
switching and transmission facilities, num-
bering plans and special services such as
nonstandard routing and survivabie signal-
ing of the PSN.

For example, if the PSN network be-
tween New York and Washington were to
be disrupted, NETS could permit an NS/
EP user in New York to reach Washington
via alternate routes not normally available.
This nonstandard routing capability will
permit emergency personnel at the federal
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{and possibly the state and local levels) to
communicate with one another and speed
recovery efforts in the event of an
emergency. '

The CNS program is implementing in-
terconnects within a commercial carrier
network or among multipie networks, thus
increasing routing alternatives for NS/EP
users. In addition, the CNS program is ex-
amining the use of National Guard-owned
mobile/transportable telecommunications
equipment to aygment the PSN. Transport-
able units were recently tested in an exer-
cise in the state of Washington, in which
the transportable assets replaced a portion
of PSN services simulated to be lost as a
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result of a catastrophic earthquake.

The CSI program uses commercial
C-band satellite communications capa-
bilities to support long-haul reconstitution
of the PSN. The CSI program has two
components: earth stations and an Intero-
perable Telemetry, Tracking and Com-
mand (ITT&C) capability. CSI earth
stations are connected to the PSN through
survivable terrestrial connections.

The ITT&C capability is used to recover
and stabilize C-band sateilites that may
have been orphaned by commercial car-
riers. CSI assets are tested annually to sup-
port NS/EP requirements. A portion of
these assets, operating in a different con-
figuration, were recently tested in the Last
Mile 1989 exercise in Anchorage, AK.

During this exercise, which simulated
the effects of a devastating earthquake in
Anchorage and its environs, an air-
transportable telecommunications system
was used to restore telephone service to
NS/EP users throughout the metropolitan
area. The local carrier, Alascom, then for-
warded traffic to the PSN over a C-band
satellite to CSI earth stations in California
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and IHlinois. These capabilities could be
extremely useful in the event of a cata-
strophic earthquake, hurricane or man-
made disaster that isolates endangered
communities from communications essen-
tial to recovery efforts.

TSP: A Key NCS Program for
Emergency Planners

Another important NCS program that
was developed in concert with the Federal
Commuaications Commission (FCC) is
the Telecommunications Service Priority
(TSP) effort. TSP establishes a regulatory,
administrative and operational framework
to authorize priority restoration and provi-
sion of NS/EP telecommunications.

In the event of an emergency that dis-
rupts normal telecommunications service,
NS/EP users, including federal, state and
local agencies with emergency functions,
will have their circuits restored and/or pro-
vided before non-NS/EP users.

Authorized nongovernmental organiza-
tions such as public utilities or major de-
fense contractors and foreign governments
may request TSP service to restore or pro-
vide essential and emergency communica-
tions. This request must be made prior to
anemergency.

The nongovernmental organization
must be sponsored by the federal govern-
ment agency for whom they are perform-
ing an NS/EP function, obtain an
authorization from the NCS and pay a fee
to the local telecommunications carrier.
NS/EP telecommunications functions are
those critical to the maintenance of a state
of readiness or the response to and man-
agement of any event or crisis which
causes or could cause harm to the popula-
tion, damage property or threaten the se-
curity of the United States.

Shared High Frequency Radio
Resources For Emergency
Telecommunications

Another NCS program that has played
a vital role during actual emergencies
is SHAred RESources (SHARES). The
SHARES High Frequency (HF) radio
program brings together the HF radio
resources of participating departments
and agencies in support of NS/EP
requirements.

Currently, over 600 HF radio stations
operated by 30 federal organizations in the
50 states, the District of Columbia, Puerto
Rico and overseas voluntarily participate
in the program. SHARES was successfully
used for the first time during Hurricane

Hugo. On September 19, 1989, the De-
partment of Veterans Affairs {(DVA) in
Martinsburg, WV sent the first operational
SHARES message, through FAA HF radio
stations participating in the SHARES pro-
gram, to the DVA Medical Center in San
Juan, PR. Altogether, over 22 SHARES
HF stations representing 10 federal entities
were on the air in an ad hoc network, ready
to process information to and from the dis-
aster zone.

NCS Through The Next Decade

Through the 1990s and beyond, the
NCS will continue to play a critical role in
emergency telecommunications planning.
As the Cold War recedes, the NCS roie in
ensuring the development of robust,
survivable, national security and emer-
gency preparedness telecommunications
throughout a full range of natural disasters
on the federal, state and local levels will
likely increase. This mission becomes
increasingly critical as structural and reg-
ulatory changes sweep across the telecom-
munications landscape.

Of equal importance is the promise held
by new technological developments such
as Integrated Services Digital Network
(ISDN), Open Network Architecture
(ONA), digital cellular radio, personal
communications networks and low earth
orbit satellite. Other issues concern the de-
velopment and promulgation of standards
that will ensure interoperability of com-
munications equipment in the event of an
emergency—something that becomes
more difficult to achieve as telecom-
munications equipment and service pro-
viders continue to offer a dazzling array of
hardware and software.

One thing remains certain: Emergency
telecommunications services will be re-
quired to ensure prompt rescue, relief and
recovery operations during and after a
wide range of natural disasters and/or na-
tional emergencies: Given the continuing
need, the NCS, with its numerous pro-
grams and activities, will continue to play
a vital role in this area, £
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